NudopmannoHHble MAaTEPHAJIbI 00 AKTYAIbHBIX HEraTUBHBIX SBJICHHUAX
B HM(POBOM NPOCTPAHCTBE U CIIOCO0AX MPOTHBOACHCTBUSA TAKUM TEHACHIUAM

1. He3akoHHOe moTped ieHre U 000POT HAPKOTUYECKHUX CPEACTB
Boeinyck onnaitn-mapadona JIsuxenus [lepBoix «llepBbie. HaBbiku 1uist 5KM3HU»
IIOCBAIIIEH TOMY, KaK IPOTUBOCTOATH PACIPOCTPAHEHUIO 3aNPEIICHHBIX BELIECTB Yepes3
COILIMAJIbHBIE CETH, MECCEHIKEPBI U OHJIAWH-UTPBI:

https://vk.com/wall-214524833 291092

2. MolueHHH4ecTBO
[{ukyn BHEYpOYHBIX 3aHSATHI MO BONpocaM HH(OPMAMOHHOW O€30MacHOCTH U
nu(ppoBO THUrMEHbl IIKOJIBHUKOB, pPEKOMEHJOBaHHbIM Poccuiickoii akagemuei
o0pa3oBaHus, BKIIOUYAET METOAUYECKUE PEKOMEHJIAlUU JJisi TPOBEJEHUSI BHEYPOUHbBIX
3aHATHH 110 TeMe «MolneHHnIecTBO» i1 2-6 u 7-11 Ki1accos.
https://cifrateka.ru/teachers/?sectionld=56

[udpoBoii cepBUC 110 )KU3HEHHOW CUTYaIUH «3alIiTa OT MOIICHHUKOB B CETH» Ha
Enunom moprane rocygapCTBEHHBIX M MYHUIMOAIBHBIX yciyr (pyHKuwmii) (mopran
T'ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBuc mpeaocTaBisieT BEIOOP CIEAYIONINX cUTyaruii: «MOIIEHHUKH MBITAI0TCS
NOJIyduTh JocTynl K [l'ocycmyram» (3Ta cuTyalusi HampaBieHa Ha IOMOUIb
B BOCCTAaHOBJIEHUWH KOHTPOJIA HAJ YYETHOM 3amuchio) U «S XO4y B3allUTUTHCA OT
MOIIEHHUKOB B CETH» (B NaHHOW CUTyallud peyb HAET O Mepax MpeAoTBpalleHUs
MPECTYIMHBIX IEUCTBUIN).

B pamkax mepBoil cuTyalnuu mpejacTaBieHa MojapoOHas WHCTPYKIHS, B KOTOPOU
collepKUTCsi MHPOPMAIIHSI O TOM, YTO JeiaTh, €CIU TPAKIAHUH YK€ COOOIIUI Mapoib
min xox 3 CMC MOIIeHHHKAM.

B pamkax BTOpOi cUTyallud pacCMaTpPUBAIOTCS MEPBI, HAIIPABJICHHBIEC HA 3AILUTY
OT KHOEpIpecTymHUKOB (3ampeT Ha o¢OpMIIEHHE JOTOBOPOB CBSI3HM, 3amlpeT
Ha TIOJTyYeHHEe KPEAUTOB U 3aiiMOB, MpaBmiIa 0€30MAaCHOCTH MPHU Tele()OHHBIX 3BOHKAX,
CIIOCOOBI 3aIUTHI OT (PMHAHCOBOTO MOIIIEHHUYECTBA), & TAKKE MPEACTABICH YEK-JTUCT 1O
1M (POBOI TUTHECHE.

PerynspHo oOHoBimsemass 6a3a MOIICHHHMYECKHUX CXEM Ha JaHHBIH MOMECHT
BKJIIOYAET 86 CXEM C UX KPATKUM ONMCAHUEM
https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1

3. BepoOoBka
Meroauueckue pEKOMEHIaIuu JUISt NeJarorunyecKux pPabOTHUKOB
00111e00pa3oBaTeNbHBIX OpraHu3anuin «OnnaitH-BepOoBKa MOJAPOCTKOB:

npodrIakTHIeckas padoTa B IIKOJIE
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97ufOl.pdf



http://www.gosuslugi.ru/scammer_protection
http://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

4. OnacHble TPeHbI B COUUATBHBIX CETAX
Wupopmanrionnsle  kaptouku, mnoaroroBieHHsle AHO  «HanumonanbHble
MIPUOPUTETHI COBMECTHO C AJIbSTHCOM (JOCTYIHBI Ha pecypcax OObsicHsieM.p(d)

NMpumepbl pUCKOBAHHbIX
TeM B coLceTax:

A g

Urpbl C yAyLUIbEM W 3a€PXXKON AblXaHWS

+

MPbLIKKA C BbICOTbI, NAAEHNS, IKCTPEMASIbHbIe
«MPOBEPKM»

CaMOMOBPEXAEHME «Paj/ BUAEO»
NPUEM TabNeTOK NN APYrX BELLECTB «Ha Crop»
arpeccmBHbIe PO3bIrpbiLLN

+ 4+ 4+ <+

OnacHble nanpxaku
~
Ecnw Bbl yBUAENN, UTO pe6EHOK MHTepecyeTcH

MNOCTaMWn Ha 3TN TeMbl, 06a3aTeNbHO
NOroBOpUTE C HUM.




Nouemy peb6eHKY
MHTEepPecHO:

4 XenaHue BbITb «KakK BCe»
4+ CTpax cTaTb U3roem
4+ NMOTPeBbHOCTb B NPU3HAHUW 1 NaniKax

4+ HefoCTaTOYHAas 3penoCTb 30HbI MO3ra,
OTBeYaroLLen 3a NocneacTBUS

NHTepec pe6éHKa yCUNINBAKOT N aNrOPUTMBbI
couceTen: OHY aHA/IN3UPYIOT, YTO CMOTPUT

No/sib30BaTe/lb, 1 CHOBA W CHOBA MOKa3bIBatOT
MOXOXKe POJSINKIA.



Ha uto o6paTunTh @
BHUMaHue

PebéHok

BPSA I BaM pacCcKaxer,
UYTO XOYeT y4yacTBOBaATb
B OMACHOM YesieHaxe.
CTOUT HAaCTOPOXKUTHLCA,
ecnu:

4+ pebéHOoK YacTo npsayeTt TenedoH

4+ V3MeHWN0Cb NoBeAeHWe, NosiBUIACh
TPEBOXHOCTb

4+ Bbl 3aMeyYaeTe CUHAKN AN Nopesbl,
PeBEHOK HE MOXET 06 bSACHUTL, OTKYAA OHM

4 eCTb AaB/IeHNe CO CTOPOHbI Apy3ei

4 roBOpUT BaM: «Tbl MPOCTO He MOHVMAaELLb,
3TO TPEHA»



Kak pearupoBaTthb

poauTenam

CTpax 3a pebéHKa — 3TO HOPMAaJIbHO.
Ho pa3roBop nydlle HauyrHaTb, KOrga aMoLuum

YTUXHYT.

He cTonT: NoBbILLATL rO/10C, KPUYaTh, CThIANTD,
yrpoxaTtb, 0ToMpaTb TenedoH 6e3 0O bACHEeHUN.
Takas peakumsa MoxeT NOATONIKHYTb pebéHka

K TOMY, UTO OH ByAeT CKpbliBaTb OT Bac CBOé
yyacTve B NOA40OHbIX YenneHgxax.




Kak npaBu/ibHO
pasroBapuBaThb

He obBuHsanTE! CKaXkuTe:
BmecTo: «Thl BoObOLLE «f BONHYOCb
AyMaellb roNoBOW?» 3a Tebsa» 1 «JaBan
NN «5 3anpeLyaro — pasbepémcs

N BCE» BMecCTe».

NHoraa pebéHKy BaXXHO He 0bbACHeHWe,
a BO3MOXHOCTb ObITb YC/IbILLUAHHBIM.
He nepebusavite ero.

B pasroBope onunpanTecb Ha paKThbl.
Hanpumep:

«Bngeo B nHTEepHeTe «Mpwn yaywbe
OCTaeTCcs HaBcerga» KJIeTK MO3ra

normbaroT
33 HECKO/IbKO MUHYT»




NMpepnoXxure

aflbTepHaTUBDI

YXenaHwue pucKoBaTb — YacTb B3POC/IEHNS

N rnoucka cebs. BaxxHo He nMoJaBuUTh ero,

a HanpaBWTb 3HEPr0 B BEPHOM HarnpasB/ieHWUN.
Bo3MOXHbIe anbTepHaTBbI:

4 CNOPT N aKTUBHOCTb, eC/1 Hy>XeH
aApeHaInH

4+ TBOPYeCTBO, 67101 N X066K, YTOOLI MoNyYaTb
60/ibLLe BHVMAHUSA

4+ nopazepxkka 1 noxeana AomMa, ecin pebeHky
He XBaTaeT NPU3HaHWS



UTOo eLue MOXKHO
caenarhb:
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4+ 06CcyanTe, Kak MpaBUIbHO NOb30BATLCS
couceTamm

4+ HacTpoliTe BO3PaCTHbIE OrpaHNYEeHUs

+ 00cyxaanTe c peb6éHKOM TO, YTO OH CMOTPUT
B UHTEpHeTe

4+ HayuuTe NpoBepaTb MHGOPMALMIO

Balla 3apaya — He 3anpeLaTtb WK nyratb,
a HayunTb pebeHKa BUAETb OMNacHble TPeHAb!

N oueHMBATb X NMNOoCneiCcTBUA.

5. TpaBasa (KubepOyJ/u1uHT)

[{uknm BHEYpPOUYHBIX 3aHSTHH MO BOMpOcaM HWH(DOPMAIMOHHOW OE30MacHOCTH U
mupoBOil TUTHMEHBI IIKOJIBHHUKOB, PEKOMEHAOBaHHBIM Poccuiickoit akxagemmuei
o0pa3oBaHUs, BKIIOYAET METOAMUYECKHE PEKOMEHAANNU JIJIsl MMPOBEACHUS BHEYPOUHBIX
3aHATHI 110 TeMe « TpaBisi» ans 2-6 u 7-11 kimaccos.

https://cifrateka.ru/teachers/?sectionld=56
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[IpoekT B ¢opmare JNEHIUHTOBOW CTpaHUIBI B ceTU VIHTEpHET, peaau30BaHHbIN
Munuudpsl Poccun B paMkax BCEpOCCHICKON TPOrpaMMbl KUOEPTUTUEHBI M TOBBIILICHHS
rpaMmoTHOCTH rpaxaaH Poccuiickoit ®enepaunun. Ha calite mnpoekta pa3MmenieHa
uHpopManms I KaXJO0r0 M3 YYaCTHUKOB KHOEpOyJUIMHTa: JKEepPTBBI, arpeccopa
H HaOromaTesns

https://kubep-6yanunr.pd/

Nudopmanrionnsle  kaptouku, mnoaroroBieHHsle AHO  «HanumonanbHble
MIPUOPUTETHI COBMECTHO C AJIBSTHCOM (OCTYIHBI Ha pecypcax OObscHsieM.p(d)

@

Echv Bbl yBUAENU B UaTe KOHP/INKT, He CTOUT
pearnpoBaTb SMOLUVOHA/IbHO. OTO MOXeT
ycyrybuTtb cuTyaumio.

He Hy)XHO: NyuJuwe:
* MCaTb FHeBHbIE * cAenatb

coobLeHuns CKPUHLLOTbI
B 06N YaT nepenucku
BbISCHATb * 3aduKCcnpoBaTb
OTHOLLEeHUs KOHTEeKCT U AaTy
ny6n4Ho * CMOKOUHO
06BUHATbL obaymMaTb
UYXKNX AeTew AanbHenLwmne

Larm
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NMoapepikka,

a He agonpoc

CnoKOWHO NOroBopuTe C pe6EHKOM.
OH AOMKEH NOHATL, YTO Bbl HAa €ro CTOPOHe.

Pa3roBop MOXXHO HayaTb Tak: «fl yBuaen(a)

COObLLEHWMSA B YaTe 1 XO4y MOHATb, KaK Tbl Cebs
YyBCTBYeLb. Pacckaxm, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTU?»

Ba>kHoO:

* C/lywaThb
6e3 ocyxaeHuns

* He obecLeHmnBaTb
npobnemy

* He 0bBUHATb
pebéHka
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Ecnun Ball pe6€éHOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXUTE €ro

* O6BbACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06UAYNKOB

« CoxpaHuTe AoKa3aTe/ibCTBa 6y/InHra
n coobuwmte 06 3TOM MCKUXON0ry, KNacCHOMY
PyKOBOAUTEIO, a MPU HEOBXOANMOCTN —
PYKOBOACTBY LLUKO/bI
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Ecnu Ball pe6€éHOK —

o6naunk

He nbiTaTecb cpasy HakasbliBaTb
NI onpaBAbiBaTb pebéHka — pasbeputech
B CMTyauuun. 3apaMte Takme BOMpochl:

«4YTO Thbl UyBCTBOBAanN,

KOrAa nucan 3To?» 7
« «Kak, no-TBoeMy, YyBCTBYyeT 2

cebsa apyrovi pebeHoK?» '

———
Ba>kHo:
* BbI3BaTb Yy pebéHka conepexmnBaHue
* 06BACHUTb NOCNeACTBUSA

* NMOMOYb NCMNpPaBnTb CUTYaLLNHO

v

/ N

~
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Ecnn pe6éHoK —

Ha6nwaarens

O6cyauTe ¢ pe6EHKOM:

* YTO MOJIYa/InBbIe CBUAETENN YCUINBAKOT
TPaBKo 1, MO CyTW, CTAHOBATCH
€€ coyyacCTHUKamMu

* Kak noaaep>KaTb XXepTBY byN1nHra

* K KOMY 13 B3POC/IbIX MOXKHO 06paTUTbLCSA
\\
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Hy>XHO i nucaThb

B 06N yaT?

O6cyauTe CUTYyaLUIo C KJ1aCCHbIM
pyKkoBoguTenem 1 BMecTe peLunTe, Kak yylue
AencTBoBaTth. Balwla 3asava — cnpaBUTbCA

C NpobsiemMow, a He A0Ka3aTb, YTO Bbl MPasbl.

MyénuyHblie KOHPAUNKTbI
poauvTenenM Moryr:
*  YyCyrybuTb nonoxeHue
aeten

* cnpoBoUMpPOBATb
arpeccnio B Kiacce

* pa3fennTb B3pOC/bIX
Ha BpaxayroLme
nareps
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Hy>XHO nu maTm
B NO/IVLLUIO

O6paTUTbCA B agMUHNCTPALUIO LUKOJIbI

Wi NpaBOOXpPaHUTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUAUNTE B 4aTe:

* Yrpo3bl
* CUCTeMaTUYeCKYH TPaB/Ho

* pacnpocTpaHeHme NNYHbIX GOTO
* BbIMOraTenbCTBO
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6. CepBuchbl M1 MaTepHuabl 10 UG POBOIi Ge30macHOCTH
Karauor o0y4aromux KYypcoB 10 uuppoBoi
IPAMOTHOCTH — OT TMPaBUJI PE3EPBHOTO KOMHUPOBAHMS JAHHBIX JO METOJOB
pacno3HaBaHus IuMdeKoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo uM@PPoOBOI IPAMOTHOCTH, ONIPEIECIISIFOIINNA YPOBEHb OCBEOMIICHHOCTH
B 9TOM chepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pa3znen na noprane I'ocycnyr « Kubepoe3onacHocTb —3T0 MpocTo!», rie coopaHa
nosie3Hasi UHpoOpMaIMs O pa3sHOOOpas3HbIX KuOepyrposzax. B oTaenbHbBIX OJ10Kax
pa3MenieHbl PEeKOMEHIAIuK, CHeIUualbHO pa3pabOTaHHbIE B TOM YHCIE ISl JETEH.
[TomuMo 3TOTrO 0CO60E BHUMAaHUE YJEJEHO 3aluTe OT (DUILKUHTA, CO3aHUI0 HAJIEKHBIX
napoJieil 1 nmpouiIakTUKe TeIepOHHOTO MOIIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen wa mnoprane T'ocycnyr «be3omacHocts aereit B HHTepHeTe», rae
NPEJCTABICHb PEKOMEHIAIIMU U MHCTPYKIMUA MO HACTPOMKE CPEICTB POAUTEIBCKOIO
KOHTpOJs,, MHPOpMalus O OECIUIATHBIX CepBUCAaX W MaTepuaiax Mo IuppoBoi
0e30MacHOCTH W OMIMIX JETCKOTO PEeXHMa B Pa3IMYHBIX MOMYJISPHBIX CEpBHCAX U
IPUIOKEHUIX

https://www.gosuslugi.ru/life/details/internet_safety children

Hpoext «IIUP®POBOM JIMKBE3», peammsyemslii Munmudpsl Poccun
coBmecTHO ¢ AHO «l{udpoBas skoHoMuKay. B pamkax mpoekTa J0CTYITHBI BUACOPOIUKU
OT BEAYIIMX TEXHOJOTUYECKUX KOMIIAHUM, IIOCBSIIEHHBIE aKTyaJbHBIM YIrpo3am
uHdopmalrmoHHo  Oe3omacHocTH  (coluanbHash ~ WHXKEHEpHUs,  APOMNIEPCTBO,
MOIIICHHHYECTBO C aunderkamMu, Kpaka aKKayHTOB, JOKCHHT W Jp.) W croco0am
NPOTUBOJICUCTBUS UM

https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI1130807036

Ipoekt «YPOK HU®PbI», peanuzyembrii Munmudps Poccun coBmecTHO
¢ AHO «lludpoBas 5>KOHOMHKA», TPEIOCTABISIONINN BO3MOXKHOCTh TOJTYYUTH
CHEIUATM3UPOBAHHBIC 3HAHUS M TIO3HAKOMUTKCS ¢ akTyanbHbIMU UT-nipodeccusmu

https://ypokmdpel.pd/?ysclid=mmui90d6uv290511431

Be6-mmopran Anpsaca «IIUPPATeka. Budanorexka npakTHYeCKUX 3HAHU», HA
KOTOPOM TIpEJICTaBlICHa IOJIE3HAas HMH(pOpPMAIMs OT BEIYIIUX JOKCIEPTOB B cdepe
Oe3omacHocTr B UHTEpHETE M TICUXOJIOTMH HE TOJIBKO JUIS ICTSH U TOJAPOCTKOB, HO | IS
poauTenel U yuduTeNei, cTaTbu, 00pa3oBaTeIbHbIC KBU3bI, a TAK)KE YEK-JTUCThI, KOTOPHIE
MOMOTYT IPOTHUBOCTOATH OMACHOCTSM B MHTEepHETE

https://cifrateka.ru/articles/



http://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
http://www.gosuslugi.ru/scammer_protection/quiz
http://www.gosuslugi.ru/landing/cybersecurity
http://www.gosuslugi.ru/life/details/internet_safety_children
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Meronuueckoe mocobue «Puckm B nudpoBoil cpeae: AMArHOCTHKA,
NPOPUIAKTHKA, KOPPEKI U, aPECOBAHHOE IIe1aroraM, ICUxoJoraM, BOCIIUTATEAM
U POIUTEISAM

https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoasSkktti.pdf

['0oTOBBII UMK/ BHEYPOYHBIX 3aHATHI MO BoOmpocaM HHGPOPMALMOHHOU
0ezomacHocTM M HU(GPOBOH TUTrHMeHbl MMKOJABHUKOB (2-6 u 7-11 Kiaccos),
pekoMmeHaoBaHHbIN Poccuiickoii akamemueidr oOpaszoBanusi (Iludpareka. B3pocibie /
YUHUTEIISIM / MeToAndecKrue MaTepuanbl). OCHOBHBIMU (hopMaTaMu MPOBEACHUS 3aHATUN
SBJISIIOTCSL Oecellbl ¢ DJIEMEHTAaMH HUTPOBOM JEATETBHOCTH, a TaKXe MPaKTHKYMBbI,
OPUECHTHPOBAHHBIE HAa CO3/laHME COOCTBEHHBIX MPOEKTOB B chepe MHOOPMAIMOHHOM
0€30MacHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmaunonHo-MeTonMYecKkne MaTepuaJbl [JIsl poaMTesieil (3aKOHHBIX
npencrasureneit) «bezonacHocts nereit B Untepuere»
https://disk.yandex.ru/i/KDIIgrflILOXiA

Buneoypok ot npeacenarens Anbsinca bensikoBoii E.A. «Kak opueHTHpPOBATHCH
B OHJIAIH-NIPOCTPAHCTBE», MOATOTOBIEHHBINH (poHOM «CTpaHa s neTei» B pamKax
akuun «be3omacHocTh gercTBa» YmosHoMoueHHOro mnpu Ilpesupenre Poccuiickon

deneparuu 1o npaBaM pedenka M.A. JIbBoBoI-benoBoii.
https://vkvideo.ru/video-207180658_456239300?t=1m42s

Ilnardpopma nudpoBod rpaMOTHOCTH [JIs HE3PHAYMX JeTed - COBMECTHas
naunratuBa [TAO «BreiMmenkom», Everland m AnpsiHca, HampaBieHHas Ha TIOMOIIb
MOAPOCTKAM C HAPYIICHUSIMH 3PEHUS B OCBOCHUH ITU(DPOBHIX HABBHIKOB

https://beelineforkids.ru/
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